UBND TINH TAY NINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Doclap — Tw do — Hanh phiic
S6:933 /TB-STTTT Tay Ninh, ngay21 thang5 ndam 2024
THONG BAO

Veé viée chao gia cung cap dich vu
“Danh gia an toan thong tin cho Trung tam tich hgp dir li¢u tlnh
va dién tap thuc chién ing phé sw cd an toan thong tin mang”

Can ctr K& hoach sé 1368/KH-UBND ngay 10/5/2024 ctia UBND tinh Tay
Ninh, Ké hoach chuyén d6i s va dam bao an toan thong tin mang tinh Tay Ninh nim
2024.

S¢ Thong tin va Truyén thong tinh T4y Ninh thong bao moi cac don vi chao
gia cung cap dich vu “Panh gia an toan thong tin cho Trung tAm tich hop ditliéu tinh
va dién tap thuc chién tmg pho su cd an toan thong tin mang” véi chi tiét nhu sau
(chi tiet phu luc kem theo):

S¢ Thang tin va Truyén Thong kinh moi quy don vi tham gia chao gia canh
tranh cung cap dich vu néu trén.

H6 so chio gia bao gdm Bang chao gia cung cip goi dich vu (Gia chao hang
bﬁmg VND, da bao gém thué VAT va chi phi di lai, khao sat, Iép dat, an & cua cac
nhan vién ky thuat trong sudt thoi gian thue hién hop dong dich vu nay).

Thoi gian nhan hd so chao gia 1a 07 ngay tinh tir ngdy ra thong bao. Dia diém
nhan ho so: 06, Tran Qudc Toan, Phuong 2, Thanh pho Tay Ninh, tinh Tay Ninh.
Dién thoai: 0276 3 824666./.

Tran trong!

Noi nhin: KT. GIAM DOC
PHO GIAM POC

- Céc Cong ty cung cap dich vu;
- Ping cong TTDT So;

- Pang cng TTPT tinh;

- bang Bao Tay Ninh;

- Luu: VT, TTGSDH.




PHU LUC

A. CUNG CAP DICH VU “DPANH GIA AN TOAN THONG TIN CHO
TRUNG TAM TICHHQP DU LIEU TINHNAM 2024 (HE THONG THONG
TIN CAP PO 3)”

~Pia diém thyc hién: Trung tam tich hgp dit iéu tinh Tay Ninh.
- No61 dung thyuc hién:

I. Danh sach cac website, may chii va ing dung trén nén ting mobile cin
danh gia an toan thong tin:

Ponvi | S6

Stt Danh sach tinh lrong

4

| |Panh gia ATTT hé théng ing
dung trén nén ting WEB

1 | Panh gia ATTT hé thong Gng dung | Website| 01 | Hé thong Mbt cira

trén nén tang WEB dién tr cua tinh Tay
https://motcua.tayninh.gov.vn/ Ninh

2 | Danh gia ATTT hé théng Gmg dung | Website| 01 | Hé théng Dich vu
trén nén tang WEB cong tryc tuyén tinh
https://dichvucong.tayninh.gov.vn/ Tay Ninh

3 | Danh gia ATTT hé théng Gmg dung | Website| 01 | Hé thong thong tin
trén nén tang WEB tiép nhan phan anh
https://1022.tayninh.gov.vn/ nguoi dan

4 | Panh gia ATTT hé thong tng dung | Website| 01 | Hé théng tich hop,
http://lgsp.tyninh.gov.vn/ chia s¢ dir liu dung
chung phuc vu két
néi cac hé théng
thong tin trong ndi
bo trong tinh va két
néi cac hé théng
thong tin trong tinh
v6i cac hé thdng




thong tin tir cac bg,
nganh, dia phuong
khac.

I | Ung dung trén nén tang Mobile 01

1 | Tay Ninh Smart (React-native) Ung 01
dung

11 | Danh gia cac may cha 33

1 | Hé théng Mot cira dién tir va Dich | May 15

Gom: 9 may chu hé

vu cong chu diéu hanh (HDH)
Microsoft Windows
Server; 6 may chu

HDPH CentOS.
2 | Hé thong Hé thong thong tin tiép | May 8 Gom: 6 may chu
nhéan phan anh 1022 Tay Ninh chu HDPH Microsoft
Windows Server ; 2
may chu HDH

Ubuntu.

3 | Hé thong LGSP May 10 | Gom: 10 may chi

chu HDH CentOS.

1. N§i dung chi tiét thue hién

STT No¢i dung cong viéc
A | Kiém thir, kiém tra, danh gia an toan thong tin website
1 | Kiém tra d4nh gia cau hinh
1.1 | Khaosat thu thap thong tin
1.2 | Panh gid cho ung dung dich vu Front end
1.3 | Badnh gia cho ung dung dich vu Back end




1.4

Ddnh gid quan ly dinh danh

1.5 | Badnh gia tinh xac thuc

1.6 | Ddnh gid qud trinh phdn quyén

1.7 | Banh gia quan ly phién dang nhdp

1.8 | Ddnh gid qud trinh kiém sodt dit liéu dau vao

1.9 | Panh gida do an toan cua ma hoa
2 | Do quét 16 hong ton tai trén tmg dung

2.1 | Do quét chu dong

2.2 | Do quét thu dong

2.3 | Kiém tra false positive

2.4 | Banh gia an toan thong tin cho ung dung trén Web
3 | Bao caokét qua

3.1 | Qua trinh danh gia, pham vi danh gia

3.2 | Quymodanh gia

3.3 | Cong cu danh gia

3.4 | Huéng dan khdc phuc cdc 16 héng an toan théng tin
B | Kiém thir, kiém tra, danh gia an toan théng tin ving dung mobile
1 | Kiém tra danh gia c4u hinh

1.1 | Khaosat thu thdap thong tin

1.2 | Banh gid cho ung dung dich vu Front end

1.3 | Panh gia cho ung dung dich vu Back end

1.4 | Banh gia quan ly dinh danh




1.5

Ddnh gid tinh xac thuc

1.6 | Ddnh gid qud trinh phdn quyén
1.7 | Banh gia quan ly phién dang nhdp
1.8 | Ddnh gid qud trinh kiém sodt dit liéu dau vao
1.9 | Badnh gia do an toan cua ma hoa
2 | DO quét 16 hong ton tai trén tng dyung
2.1 | Do quét chu dong
2.2 | Do quét thu dong
2.3 | Kiém tra false positive
2.4 | Banh gia an toan thong tin cho ung dung trén ung dung mobile
3 | Bao caokét qua
3.1 | Quatrinh danh gia, pham vidanh gia
3.2 | Quymodanh gia
3.3 | Cong cu danh gia
3.4 | Huéng dan khdc phuc cdc 16 hong an toan thong tin
C | Rasoatva lamsachma doc cho may chi/may tram quéan tri
1 | Giam sat bat thuong trén ving mang c6 hé théng can ra soat
1.1 | Trién khai cong cu gidm sat mang, rd sodt theo danh muc
Trién khai cong cy giam s,dt bat thuong I6p mang, thu thdp log hé thong,
1.2 | phat hién cdac dau hiéu bat thuong cua ma doc, webshell cho vung mang
giam sat
1.3 | Trién khai cdc céng cu thu thdp log dir liéu trén may chii/mdy tram
2 | Rasoat phat hién céc ddi twong nhiém ma doc




Ra soat cac muc ty khoi dong cung hé thong, cac tién trinh, cdc két noi

2.1
mang, phat hién cdc tap tin, tién trinh, ket noi doc hai
Ra soadt cac thu muc, tap tin, tién trinh, ddu hiéu thuon ggap cua cac loai
2.2 | ma doc tan cong co chu dich, dac biét la cac loai ma doc nham vao Viét
Nam
23 Ra sodt cdc thanh phan mike nhdan hé thong (kernel module), cac driver,
' phat hién ma doc mirc nhan hé thong (rootkit)
3 Lam sach, phan tich diéu tra va thit chit an toan thong tin trén cac h¢ théng
3.1 | Go bo cac ma doc phat hién duoc trén hé théng
3.2 | Thuthdp log hé thong, xdac dinh thoi gian, nguon ldy nhiém
33 Phdan tich cac ma doc phat hién duoc, xdc dinh cdc tén mién/IP diéu khién
' dé thuc hién chan loc trén cac hé théng (firewall, proxy, DNS...)
34 Thuec hién siét cau hinh ATTT déi véi cde mdy chii/mdy tinh quan tri khéng
' phat hién nhiem ma doc
Thuec hién cai dat lai, sau dé ra sodt kiém tra lai, siét cau hinh ATTT, tién
hanh cai dat lai hé thong ung dung va online dich vu doi voi cac may
35 9 ’ ’ ” . ’ . A . ~ ’ ~ JeA A \ A A ~
chu/may tinh quan tri phat hién bi ma hoa dir liéu, khong con dau vet ma
doc
Thuyc hien go bo ma doc, siét cau hinh ATTT, online dich vu doi véi cdc
3.6 | may chu/may tinh quan tri phat hién nhiéem ma doc, chwa bi ma hoa dir
liéu
4 | Xay dung bdo cdo hé so két qua thuc hién
Sau khi tat ca da dwoc lam sach, giam sat khéng phat hién ddu hiéu nghi
ngo, thuc hién xay dung bdo cdo chi tiét vé ngi dung két qua thuc hien
41 gom: Bdo cao hién trang lay nhiém, phad hoai cua ma doc. Co huong dan,

khuyén nghi thuc hién sua 16i lai cdc server, hé théng dang gap t6n hai do
ma doc gay nén. Néu ro cdc diém yéu cua hé thong dé co phuong dn khac
phuc




Kiém tra, danh gia va quan Iy rii ro ATTT dbi véi cac hé thong thong

D tin
1 Kiém tra, ra soat, tw vin khic phuc diém yéu bao mat ctiia md hinh két ndi
cac may chu
1.1 | Tim hiéu hoat dong, yéu cau ciia hé thong mdy chii
1.2 | Khdosdt mé hinh timg hé thong may chii hién tai
13 Duea trén f:dc tiéu ch’uci?n va huong dan ATTT dwa ra bédo cdo danh gid va
cac khuyen nghi khdc phuc
2 | Kiém tra, ra soat, tu vin khic phuc diém yéu bao mat ctia cac may chu
2.1 | Thuthdp thong tin
2.1.1 | Xdc dinh sw ton tai cia cac thiét bi filter: Firewall, IPS...
2.1.2 | Thu thdp théng tin phdn citng mady tinh
2.1.3 | Thu thdp théng tin vé hé diéu hanh dang sir dung.
2.1.4 | Thu thdp théng tin vé danh séch cic phdan mém va phién ban dang cai ddt.
2.1.5 | Thu thdp théng tin vé danh séch cac dich vu dang chay trén may tinh.
216 Thu thépph’dn loai cac théng tin phan mém thu thip dwoc thanh cdc danh
muc tuvong ung
2.2 | Do quétva phan tich 16 hong
2.2.1 | Kiém tra thong tin chi tiét vé cac ban vd can cdp nhdt/da cap nhat.
vy Kiém tzfa théng tin chi tiét cdc 16 hong theo cdc chudn vé 16 hong CVE,
CPEva OVAL.
2.2.3 | Kiém tra thong tin vé cdc tién trinh phan mém dang thuec thi.
294 Kiém tra théng tin vé cdc dich vu (services) dang dwoc trién khai trén mdy

tinh.




2.2.5

Kiém tra théng tin vé cac chwong trinh khoi dong cung mdy tinh.

2.2.6

Kiém tra théng tin vé cdu hinh kiém sodt truy cdp ciia mdy tinh (User
Account Control).

2.2.7

Kiém tra théng tin vé cau hinh hoat déng Internet ciia hé thong (Internet
Options).

2.2.8

Kiém tra thong tin kiém tra hé thong file va tong hop nhiing file nghi ngo
ddn téi nguy co matmdt thong tin.

2.2.9

Duea viao mét s6 cdc thong tin thu thdp dwoc o trén, phd‘n mém sé phat hien
thong minh cdac nguy co mdt an ninh an toan, thu thap cac mau nghingo
mat an toan.

Hgtraphdn tich danh gia an ninh antoan cho cac tép dinh dang tép thuc

2.2.10 thi trén Windows (exe, dll, com, ...).
2.2.11| Phdthién cdc hanh vi mang bdt thuong;
2.2.12| Phathién cdc cdu hinh an toan théng tin chwa phii hop.
2.2.13| biém yéu mat khdu: Khong dat mat khdu xdc thue, mdt khcfuyéu dé doan.
2.2.14| Thu thdp bang chitng va xdc nhdn mire dg chinh xdc théng tin cdc 16 hong.
2.3 | Thir nghiém xam nhdp
2.3.1 | Xdacnhdn, chung minh sy ton tai ciia diém yéu trén hé tho”'ng.
2.3.2 | Loai bo nhitng két qua sai ma cong cu do quét duoc.
5 3.3 | Minh hoa cdch thirc khai thac diém yéu, giilp khach hang hiéu ré mie dg
nguy hiém va anh huong cua diém yéu doi voi hé thong mang
234 Password attack: T hd“’n ghiéem qdc kjéu tan cong password vao cdc thiét bi
mang, baomdtva thiét bi truyén dan
535 Exp,loits.' Thirnghiém khai thdc cdc 16 hong bao mdt dwoc tim thdy & phan
truoc.
2.4 | Tdi danh gid héthong




24.1

Tdidanh gia cdac diém yeu trong lan danh gia dau tién

2.4.2

Xdc dinh c6 diém yéu méi phat sinh hay khéong

2.4.3

Khang dinh hé théng dd an toan sau hai lan danh gid.

Két qua dat duoc: Béo cao tong két Kiém tra, danh gia an toan thong tin
cho h¢ thong may chu.

3.1

- Phan 1: Pon vi thuc hién sé mo ta chi tiét cac diém yéu bao mat phat
hién dwoc trén hé thong may chii cia hé théng. Céc 16 hong, diém yéu
bao mat phat hién duoc sé duwoc phan loai theo mutc do ruiro: Cao, Thd'p
va Trung Binh. Kém theo dé la hinh anh minh hoa cdch thire, két qud qud
trinh danh gia.

- Phdn 2: Pon vi thuc hién dé xudt cdc phwong dn, gidi phdp dé khdc
phuccac 16 héng, diémyéu bao mat dwoc phat hién trén hé théng may
chu cua khach hang

B.

CUNG CAP DICH VU “DIEN TAP THUC CHIEN UNG PHO SU'CO

AN TOAN THONG TIN MANG”.
— Dia diém thuc hién: tinh Tay Ninh
— Noi dung thuc hién: Chi tiét noi dung dién tap thuc chién ATTT.

Stt Noi dung cong viéc thuc hi€n
| | Xdy dung phwong an dién tap
1 | Xay dung phuong an cho D¢itan cong:

- Céc cong cu, k¥ thuat sir dung dé khai thac 16 hong bao mat, tin cong hé
thong;

- Céc 16 hong bao mat khai thac;

- Cac kich ban tan congkhai thac, tan cong leo thang, hru vét tan cong cho
02 tng dung.

- Phuong an thuc hién gom céc nd1 dung sau:

+ M0 ta theo céc vector tin cong tir Internet;




+ Cac kich ban gom céc budc: Tham do (Reconnaissance), Chuan bi cong
cu (Weaponization), Khai thac (Exploitation), Don dep (Closure). Trong
kich ban thuc hién c6 thé bao gdbm Social Engineering.

Xay dung phuong an dién tap chung;

- Didu phéi hoat ddng chung ctia budi dién tap;

- Diéu phéi hoat dong Doitan cong, Doi phong thu, ...

- Phuong an thuc hi¢n gém:

+ Khai mac: thuc hién béng hinh thirc truc tuyén gidi thigu vé muc tiéu
dién tap, cac quy dinh trong qua trinh dién tap, thoi gian bat dau va két thuc
dién tap, ... ;

+ Dién tap chinh thirc: trong vong 14 ngay tinh tir thoi diém khai mac;

+ DPao tao, téng két, bé mac: 01 ngay, hinh thurc truc tiép, cac d61 bao cao
ve két qua dién tap, tong két chung.

Xay dung ndi dung dao tao nang cao trinh do chuyén mon

Xay dung ndi dung dio tao bao gom:
- Céc hinh thic tan cong va phong thu da thuc hién trong thoi gian dién
tap;

- Céc hinh thirc va cach xir Iy, giam thiéu tan cong trén tng dung web
(XSS, SQL Injection, File Upload, Directory Traversal, ...);

- Rasoat, phan tich va xtr Iy ma doc webshell;

- K¥ néng di€u tra xtr Iy sy co, phan tich cac dau hi€u tan cong, diéu tra vé
16 hong, kiém thtr tng dung web;

- No6i dung gdm Iy thuyét va thyc hanh véi cac tinh huéng gia dinh.

Trién khai hoat dong dién tip (15 ngay)

T chirc hoat dong dién tap thuc chién (14 ngay):

1.1

Té chire hoat dong ngay khai mac truc tuyen (0,5 ngay): gioi thiéu muc
tiéu, ndi quy dién tdp, gidi dap cdc thdacmdc, .

1.2

Trién khai dién tap cua Doi tan cong:




- Thyc hién tdn cong hé thong muc tiéu theo phuong dn da xay dung;
- Bdo cdo két qua tdn cong vao cdc hé thong muc tiéu;

- Lam sach hé thong bi xam nhdp sau khi két thiic dién tap.

1.3 | Piéu phéi hoat dong giita cic ddi trong qud trinh dién tap.
2 T6 chie dao tao, téng két va bé mac hoat dong dién tap hinh thirc truc tiép
(01 ngay):
2.1 | Paotao ndng cao trinh d6 chuyén mén cho ddi ngii can b lam vé cong tac
ATTT theo noi dung da xdy dung.
2.2 | Téngkét, bé mac dién tdp:
- Tong hop bdo cdo cia Péi tdn cong, Poi phong thii;
- Pdnh gid két qua dién tdp;
- T6 chirc hoat dong téng két, bé mac dién tap.
2.3 | Lapbdocdo trién khai cong tac dién tdp da thuc hién.
IV | Céng tac hau canphuc vu dién tap
1 | Chi phi Teabreak gitta gio trong ngdy dao tao, tong két truc tiép (60
nguoi/01 budi).
2 | - Chi phi 4n pham truyén thong (standee, backdrop, nametag, bandroll, ...).

- Truyén thong, chup anh, dua tin su ki¢n.

- Chi phi in 4n tai liéu phuc vu d3o tao, dién tap.
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