UBND TINH TAY NINH CONG HOA XA HQI CHU NGHIiA VIET NAM

SO THONG TIN VA TRUYEN THONG DPoc 1ap — Tw do — Hanh phic
S6: 2172/TB-STTTT Tay Ninh, ngay30 thang 10 ndam 2024
THONG BAO

V/v méi don vi thim dinh gia cho géi thau:
“Mua sam h¢ thong phan mém twong lira co sé dir li€éu”

S Thong tin va Truyén thong kinh moi cac don vi ¢6 chirc nang tham dinh
gia tham gia chao gia dich vu tham dinh gia goi thau “Mua sam hé théng phan
mém tuong ltra co s¢ dit liéu” véi cac nd1 dung cu thé nhu sau:

- Danh muc, s6 luong, thong sb can tham dinh gia: (Phu luc kém theo)

- Bang gi4 1ap ching thu tham dinh gia (c6 dong dau ky tén Pai dién hop
phap).

- Thoi gian nhan Bang bao gi4 12 5 ngay tinh tir ngay ra thong bao. Dia diém
nhan hd so: 06, Tran Quéc Toan, Phuong 2, Thanh phé Tay Ninh, tinh Tay Ninh.
Dién thoai: 0276 3 611169 (gap Tién)./.

Tran trong!

Noi nhén: KT. GIAM POC
- Céc Cong ty, don vi cung cap dich vy tham PHO GIAM POC
dinh gié;

- Ding thong béo 1én céng TTDT So;
- Luu: VT. TTGSDBH.

n Trung Hiéu
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PHU LUC

Théng tin chi tiét danh muc, s0 lugng, n01 dung cin thim dinh gia cho goi
thau: “Mua sim hé thng phin mém twong lira co sé dir liéu”

(Pinh kém Théng bdo s6 /TB-STTTT ngay  thang  nam 2024
ciia S¢ Théng tin va Truyén théng Tdy Ninh)

- Pja diém thyc hién: Trung tam tich hop dir li¢u tinh Tay Ninh.

- Noi dung:
1. Hang muc:
STT Hang muc PVT | S6 lwong Ghicha
1 Hé thong phan mém tuong lira co Goi oL Tiéu chudn ky
s& dit liéu (03 nam ban quyén) thudt dinh kém
1.1 | Phan mém twong lita cho co sé
~ 1 02
dir liéu
1.2 |Phan mém qudn tri tgp trung o1
tuong lira co so dir lieu
2. Thong tin ky thuat:
AL A 1 A S6
STT Yeéu cau ky thuat
lwgng
1 | Hé thong twong lira Co s6 dir liéu
1.1 | Phan mém tudng lira cho co sé dir liéu 02

Hiéu nang xu
ly (DAM TPS)

6,500 TPS

HO tro nén
tang 4o hoa

Téi thiéu Microsoft Hyper-V, ESX/ESXi
Nutanix AHV Hypervisor, Kernel-based Virtual
Machine (KVM)

Tinh nang
giam sat va
bao v¢ co s&
dir liéu

Giai phéap cung cip tong license cho Database
Server/Agent cho tbi thiéu 50 (license)

Giai phap hd tro tily chon mé rong trién khai trén
cac nén tang:
- May ao
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STT

Yéu ciu ky thuat

S6
lugng

- Amazon Web Services (AWS) Machine Instance
- Azure

- Google Cloud

- Thiét bi chuyén dung

Audit/giam sat cac hoat dong trén CSDL (cac
lénh DML, DDL, DCL, SELECT), bao gdm hoat
dong cua nguoi dung c6 dic quyén (privileged
users) truy cap truc tiép trén CSDL

Cung cap chinh sach audit ghi lai cac truy cap
CSDL sau::

- Database configuration changes

- Database connections

- New Databases

- New Users Account

- Privilege Manipulation

- Privilege Operations

- New Users Account

- Users and Privileges Management Commands

C6 san phan tich, hién thi cac thong tin nguon
truy cap sau ma khong can cau hinh thém:

- Shared DB User,

- Most Active Users,

- Source Applications,

- Source Host, OS Users,

- Source IPs,

- User Groups,

- Login Analysis

- Performance by Source.

C6 san phan tich, hién thi cac thong tin truy cp
dir liéu sau ma khong can cdu hinh thém:
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STT

Yéu ciu ky thuat 50
lugng
- Top Queries
- Query Type Analysis

- Sensitive Query Overview

- Query Records

- Data Modification Analysis

C6 sén cac hién thi cac thong tin vé& hanh dong
nguoi dung diac quyén sau ma khong can cau hinh
thém:

- Privileged Query Overview

- Table drops/truncates

- Stored Procedures Changes

- Changes to DB/Schemas

- DCL Commands

- DDL Commands

- Native Auditing Changes

- Newly Created Users

C6 kha nang ty dong phat hién (discover) cac
may chu CSDL

Tim va phan loai dir li€u nhay cam trong CSDL
(ap dung cho CSDL quan h¢)

Cho phép tu hoc va xay dung hd so dong
(Dynamic Profile/Dynamic Profiling) vé chinh
sach bao vé. Cac thay doi hop 1¢ cua tmg dung va
CSDL trong mot thoi gian dugce ty dong nhan ra
va cap nhat vao profile

Kha ning ty hoc cho phép canh bao/chin cac bat
thuong sau:

- Access to a black-listed table

- Attempt to Execute Privileged Operation

- Time of Day Violation
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STT

Yéu ciu ky thuat

S6
lugng

- Unauthorized Database User

- Unauthorized Database and Schema

- Unauthorized Host

- Unauthorized OS User

- Unauthorized Query

- Unauthorized Query Group

- Unauthorized Sensitive Query

- Unauthorized Sensitive Query Group

- Unauthorized Sensitive Table

- Unauthorized Source Application

- Unauthorized Source IP Address

- Unauthorized Table/Operation Access

- Untraceable Database User

C6 tinh nang che dir li¢u (Masking) nhay cam
trong log/alert

Phat hi¢n, canh bdo, ngadn chan cac truy cap SQL
trai quyén, chong tan cong SQL injection trén
CSDL (4p dung d6i véi CSDL quan hé)

Cung cap signature phat hién/chong tan cong, va
Signature bao vé diém yéu da biét (gan theo ma
CVE), cac mau duoc cap nhat lién tuc

Phét hién tin cong xam nhap theo mau tan cong
(signature) va tan cong khai thac di€ém yéu da biét

Cho phép nguoi dung tiy bién, tu viét Signature
st dung ngdn ngir Regular Expressions

Cung cap cac chinh sach bao vé (Security Policy)
nhiéu mirc, gdm mirc mang (Network Security
Policies), mirc dich vu CSDL (Database Service
Level Security Policies), va murc trng dung CSDL
(DB Application Level Policies)
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STT

Yéu ciu ky thuat

S6
lugng

Cung cap cac mau chinh sach duoc dinh nghia
san, cho phép tiiy bién chinh sach

- Kiém tra giao thirc mang TCP/IP tuan tha theo
chuan RFC (Network Protocol Validation)

- Kiém tra hop 1¢ giao thirc CSDL/SQL (SQL
protocol validation, DB protocol Validation) nhu
kiém tra d6 dai, kich thudc header, gia tri tham sd
co hop I¢€.

- Phat hién tan cong ung dung CSDL qua nhiéu
giai doan (multi-stage database application
attacks)

Cung cap chinh sach bdo mat c6 san xur ly cac
van dé bao mat sau:

- SQL Protocol Validation

- Oracle SQL Protocol Validation

- SQL Correlation Policy

- SQL Protocol Signatures

Phat hién tdn cong brute force attack, nd luc login
nhiéu lan trong mot thoi gian ngén, nhiéu ngudi
dung tir cung mot host/IP address login sai vugt
qua s6 1an dugc dinh nghia

Pénh gia diém yéu trén CSDL. Panh gia dua theo
chuan DISA STIG, CIS va CVSS (Common
Vulnerability Scoring System)

Danh gia rui ro bang viéc két hgp diém yéu va dir
li¢u nhay cam lién quan

HO tro mo hinh trién khai host based, cai dat
Agent trén cac CSDL

Agent cai trén may chu CSDL thu thap cac hoat
dong trén Shared Memory, IPC, TCP local,
BEQ,..
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STT

Yéu ciu ky thuat

S6
lugng

Cho phép cau hinh muc str dung CPU cua agent,

néu vuot ngudng nao dé s& tam dimg hoic bypass

agent dé tranh gdy anh cta téi may chu DB

HJ tro tiy chon trién khai cac gateway trong ché
do cluster N+1, cho phép chia tai gitra cac thanh
vién trong cluster

Hb tro cac DB bao gdm Oracle, Microsoft SQL
Server, MySQL, PostgreSQL, Progress
OpenEdge, MariaDB

Dich vu &
license

Cung cap license, hd tro k¥ thuat 24 x 7 tdi thiéu
3 nam

1.2

Phan mém qu

an tri tap trung tuwong lira co sé dir li€u

01

Quan tri tap
trung

HOb tro nén
tang a0 hoa

Téi thiéu Microsoft Hyper-V, ESX/ESXi

H6 tro SNMP, SMTP/Email, syslog, real-time
monitoring cho giam sat

Hb tro quan 1y, Iuu trit dit lidu audit:

- Encrypt audit archives

- Data signing

- FTP archive, SCP archive

Ap dung chinh sach theo d6i tuong DB bao vé
(may chu/service) ma khong phai ap chinh sach
theo DBF gateway

Dinh nghia chinh sach an ninh tip trung ap dung
cho toan bo hé théng DB, véi cac loai DB khac
nhau (MSSQL, Oracle, MySQL), khong yéu cau
dinh nghia cung chinh sach lap lai nhiéu lan cho
ting hé théng CSDL khéc nhau
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STT

Yéu ciu ky thuat

S6
lugng

Céc chinh sach Audit va Security dugc dinh
nghia va 4p dung mot cach doc lap vdi nhau

Cung cip quan tri tap trung cho phép ciu hinh
chinh sach, tao bao cdo, hién thi log va gidm sat
su kién trong thoi gian thuc cho tat ca cac thiét bi
DB Firewall va agent trén cung mét giao di¢n
duy nht.

Dit liéu bao céo tong hop tir nhiéu DBF gateway
c¢6 thé dugc cau hinh lich 13y dit liéu nhat ky theo
phut va gio (nhu 1a 1ay dir liéu nhat ky trong 15
phtt qua, trong 1 gio qua,..)

Dir liéu nhat ky/Audit phéai dugc luu trong flat
file dugc ma hoa, khong luu trong CSDL quan hé
dé dam bao tinh bao mat va nguyén ven

Dich vu &
license

Cung cap license, hd tro k¥ thuat 24 x 7 tdi thiéu
03 nam
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